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FASE — PREPARATION STATE BUDGET

SIPI Human resources AS IS
Investments Propjets system expenses
SOL — Online SGD
Services (DGO)
PA Debt management
Arrears
SIGO-SOE
(DGO) SCEP EIS
FASE — EXECUTION STATE BUDGET FASE -
Consolidation (BI),
EXPENSE REVENUE Report and CGE
SYSTEMS PROCESSES
SAE — State Account LOCAL CENTRAL
Entity
LOCAL Transf. OE < S| (PLC) SGR (S1) S
Transf. OE = SFA (STF) ) SaEe
GERFIP (SI)
SwW
Local SCR
Accounting
SW Local " CENTRAL
Accounting -I EXECUCAO SOL- SGD - I—f CGE
e, *1 oeo
SIGO-SFA IGCP
SIG/MDN
(Local System)
SCC (SI) Discoverer

SOE — Sistema do Orgamento de Estado
SCEP — Sistema Central de Encargos Plurianuais

EIS — Sistema de informag&o de Apoio a Decisdo

SCC-Sistema Central de Contabilidade

SIGO-SFA—Sistema de Informagdo dos Servigos e Fundos Auténomos SCR- Sistema Central de Receita

SGR (SI) — Sistema de Gestdo de Receita (Servigos Integrados)

CGE — Conta Geral do Estado
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The COBIT 5 was adopted as the framework to
enable UniLeo governance and Information

Systems sustainability

e COBIT 5 Framework

* Assures separation of Governance from Management

® Assures a top-down approach and a single integrated

framework

* Suggests the use of established frameworks:

®* Documents new processes with formal methodologies
(TOGAF)

® Guides the new organization to IT Development
Methodologies (CMMI)

® Guides the new organization to a PMO with sound and up-
to-date management methodologies (Project
Management and SCRUM)

® Organizes IT Functions with ITIL

5. Separating
Governance
From
Management

4. Enabling a
Holistic
Approach
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1. Meeting
Stakeholder
Needs

2. Covering the
Enterprise
End-to-end

COBIT 5
Principles

3. Applying a
Single
Integrated
Framework



Evaluate, Direct and Monitor

ISO/IEC 38500

Align, Plan and Organise

PRINCE2/PMBOK

ISO/IEC 31000

ITIL V3 2011 and ISO/IEC 20000

W Build, Acquire and Impl%ment

Deliver, Service and Support

Monitor, Evaluate
and Assess




Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor

EDMO1 Ensure

Govemance EDMO2 Ensure

Framewark Setting
and Maintenance

Align, Plan and Nronanise

APDOM Manage
the IT Management
Framewnrk

APDO2 Manape
Strategy

APDOS Man
APOOB Manage Savice g

Relationships Agreements

Build, Acouire and Implement

BAIN Manzage
Programmes and
jects

BAIOG Manage BAIDS Manage
Knowledge Assets

Deliver, Service and Support

D550 Manage
Service Requests
and Incidents

Benefits Delivery

APDO3 Mznage
Emterprise
Architeciure

APD10 Manage
Suppliers

BAIO3 Manage
Solutions
|dentification
and Build

BAID Manage
Configuration

D5503 Manage
Problems

Processes for Management of Enterprise IT

EDMO3 Ensure

Risk Optimisztion

BAID4 Marage
Avzilability

and Capacity

DS54 Manage
Continuity

EDMO4 Ensure
Resource
Optimisation

APOOG6 Manage
Budget and Costs

APD12 Manage APD13 Manage
Risk Security

BAIDS Marage
Organisational
Change
Enzblement

DSS06 Manage
Business
Process Controls

EDMOS Ensure
Sizkeholder

Transparency

Monitor, Evaluate

Evzluate and Assess
Performance and
Conformance

BAIOT Manage
Change
Acceptance and MEAD2 Manitor,
Transitioning Eveluate and Assass
the System of Internal
Control

MEAD3 Manitor,
Ewaluate and Assess
Compliance With
External Requiremants

FProcessos em

ambito de projecta
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« First processes to be

addressed in yellow
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Integrated Public Financial Management Information System

1. Revenue 1. Tax revenues IGCP Systems
Management 2. Sovereign non-tax revenues ( Debt
> | scE SGT Manage
Central System lanae

(ACD Project)

1. Sovereign Cash

Master Data System

2. Sovereign Debt
(e.g. entities, budget overeign De
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Limited use

2. Financial Planning and

Budgeting System Fiscal Policy

Outputs

Macroecomic
Scenario

3y

classifications, chart
of accounts) and
users management

Own revenlies
(earmarked revendies)

3. State
Accounting

Approved budget

p
Stability Program

and NRP

State buildingds
Investments

EU budget

Central reserve
Provisions and contingent

Praspective financial statements

Entity System
(SAE)

Operations conciliatio

Budgetary accou
Financial accoo

Ing
ting

Budgetary accounting

- Financial accounting
Management accounting 4. Central
6. Eletronic Local Accounting Accounting and
invoice Systems J Reporting System
L (CARS)
Payables A

Cash
management and

5. Cash
management and

Outputs

liabilities
PPPs and concessions
Taxes

. /

Reporting/Business Analytics:

- Forward looking information
-Separate financial statements
- Public accounts

Outputs

|, - Combined financial statements
- Consolidated financial statements (ministry,
general government, whole of governement)

forecasting central
system

forecastlng local Predicted receipts and receipts/
systems Predicted payments and payments

A

Standard for cash management
requirements

» - Government Finance Statistics reporting (ESA
2010)

- Performance indicators (financial and non financial)
- Cash needs or surpluses



Sample ArchiMate Model (Axis I)

< <Strategic Goal> > Enable @
Government to achieve
fiscal policy objectives
through a structured

<< 5Strategic Goal=>
Reassure budgetary
resources from areas
considered to be less
priority te higher pricrity
areas or from areas where

®

<<Strategic Goal=> (@)
Creation of a context for a

more efficient use of
resources by authorizing

aa
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process of resource expenditure is less effective officers
allocatlo_n te .na1.:|_ona| for others where it is most
strategic priorities .
o B o
<<Work Package= > AXI5 | (Refoerm of the Financial Planning and Budgeting Madel)
7 7 7
<< Deliverable> » < <Deliverable> » <«<Deliverable> »
Budgeting model by Costing model Mew OE proposal

pregram (includes
classifier)

<< Application Component: >
Master Data System and User
Management

<< Deliverable> >
Review of budget
classifiers

<< Deliverable> >

kv

< «<Deliverable» >
Mediurmn term budget
framework model

asscciated with
program budgeting

kv

<< Deliverable> >

Template for
preparing the

provisional financial

statements

Public expenditures

Multi-annual

< «<Deliverable» >

Revenue Framework

template (includes
information system)

<«<Deliverable> »
Maps models and

< <Business Rolel>>
Project Manager

D

<<Application Component>>
INFORMATIOMN SYSTEM

budget statements

=

<<Application Component>>
Financial planning and
budgeting system




Sample ArchiMate Model (Sistema de Dados Mestre e Gestéao de Utilizadores)

<< Application Function>> [
Entity Management

<« Application Function>> [
Validation of Access Profiles

. y.

< < Application Function>> [
Entities Validation .

L J
- . . . /
<< Application Function= > E:Q

Classifier Validation

<< Application Component> > Master Data System and User Management

<< [ata Object> =
Entities

Entity
Management
Module

Accounting
Classification
Management

Module

Profiles
Management
Module

<< [ata Object> =
Accounting
Classifiers

<< [ata Object> =
Chart of Accounts
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Figure 9—Key Roles, Activities and Relationships

4 Roles, Activities and Relationships N

Instruct and
Align Operations

Delegate Set Direction
Owners and Governing

Stakeholders Body Management and

Accountable Execution

(¥ )

« COBIT 5 lllustrative organizational structures

* Suggests and clarifies different roles

* Based on these roles all RACI charts are defined



Board

Chief Executive Officer (CEO)
Chief Financial Officer (CFO)

Chief Operating Officer (COO)
Business Executive
Business Process Owner

Strategy (IT Executive) Committee

(Project and Programme) Steering
Committees

Programme and Project
Management Office (PMO)

Value Management Office (VMO)
Chief Risk Officer (CRO)

Chief Information Security Officer
(CISO)

Architecture Board

Enterprise Risk Committee

Head of Human Resources

Compliance
Audit

Business Roles

The group of the most senior executives and/or non-executive directors of the enterprise who are accountable for the governance of the enterprise and have overall
control of its resources

The highest-ranking officer who is in charge of the total management of the enterprise

The most senior official of the enterprise who is accountable for all aspects of financial management, including financial risk and controls and reliable and accurate
accounts

The most senior official of the enterprise who is accountable for the operation of the enterprise

A senior management individual accountable for the operation of a specific business unit or subsidiary

An individual accountable for the performance of a process in realizing its objectives, driving process improvement and approving process changes

A group of senior executives appointed by the board to ensure that the board is involved in, and kept informed of, major IT-related matters and decisions. The
committee is accountable for managing the portfolios of IT-enabled investments, IT services and IT assets, ensuring that value is delivered and risk is managed. The
committee is normally chaired by a board member, not by the CIO.

A group of stakeholders and experts who are accountable for guidance of programmes and projects, including management and monitoring of plans, allocation of
resources, delivery of benefits and value, and management of programme and project risk

The function responsible for supporting programme and project managers, and gathering, assessing and reporting information about the conduct of their programmes
and constituent projects

The function that acts as the secretariat for managing investment and service portfolios, including assessing and advising on investment opportunities and business
cases, recommending value governance/management methods and controls, and reporting on progress on sustaining and creating value from investments and services
The most senior official of the enterprise who is accountable for all aspects of risk management across the enterprise. An IT risk officer function may be established to
oversee IT-related risk.

The most senior official of the enterprise who is accountable for the security of enterprise information in all its forms

A group of stakeholders and experts who are accountable for guidance on enterprise architecture-related matters and decisions, and for setting architectural policies
and standards

The group of executives of the enterprise who are accountable for the enterprise-level collaboration and consensus required to support enterprise risk management
(ERM) activities and decisions. An IT risk council may be established to consider IT risk in more detail and advise the enterprise risk committee.

The most senior official of an enterprise who is accountable for planning and policies with respect to all human resources in that enterprise
The function in the enterprise responsible for guidance on legal, regulatory and contractual compliance

The function in the enterprise responsible for provision of internal audits



Role/Structure

Chief Information Officer (CIO)

Head of Architecture
Head of Development

Head of IT Operations
Head of IT Administration

Service Manager

Information Security Manager
Business Continuity Manager

Privacy Officer (DPO)

Information Systems Roles

Definition/Description

The most senior official of the enterprise who is responsible for aligning IT and business strategies and accountable for planning, resourcing and managing the delivery
of IT services and solutions to support enterprise objectives

A senior individual accountable for the enterprise architecture process

A senior individual accountable for IT-related solution development processes

A senior individual accountable for the IT operational environments and infrastructure
A senior individual accountable for IT-related records and responsible for supporting IT-related administrative matters

An individual who manages the development, implementation, evaluation and ongoing management of new and existing products and services for a specific customer
(user) or group of customers (users)

An individual who manages, designs, oversees and/or assesses an enterprise’s information security

An individual who manages, designs, oversees and/or assesses an enterprise’s business continuity capability, to ensure that the enterprise’s critical functions continue
to operate following disruptive events

An individual who is responsible for monitoring the risk and business impacts of privacy laws and for guiding and co-ordinating the implementation of policies and
activities that will ensure that the privacy directives are met. Also called data protection officer.



« COBIT 5 RACI Chart for a Management Process
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Management Practice

AP002.01

Understand enterprise direction

AP002.02

Assess the current environment, capabilities and performance.

AP002.03

Define the target IT capabilities

AP002.04

Conduct a gap analysis

APO02.05

Define the strategic plan and road map.

AP0O02.06

Communicate the IT strategy and direction.

R — Responsible, C — Consulted, A — Accountable, | — Informed
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GUS. TGestao ge GE - Gestdo de
Utilizadores e .
Entidades
Seguranca
I\
e N
FRAW — AN -Alertas &
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N

GP - Gestdo
Periodos

MIA - Manutengdo
de Informagdo
Auxiliar
(Listas Cédigo
postal, Nut’s,
Divisdo
Administrativa)

COPC — Classificador
Orgamental e Plano

de Contas

~

SISTEMAS OPERACIONAIS

Subsistemas Base Transversal

Subsistemas que gerem “negocio”

SCEE
(ECE)

SCGT
(Gere CUT)

PLAFIO

SCRP
(Dce)
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Faturacao Eletrdnica da
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Mapping
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Conta Unica do Tesouro — Expandida

—4@ SIBS ‘
Pagamentos /

Recebimentos
(MGT)

tua Pagamen'®

Fee

dpack PagameNto——

Pagamento

X

Contas a Receber pela AP - Fase de Outbound
Contas a Pagar pela AP — Fase de Inbound

Informagio sobre
Pagamento

-
Prestador Servigos ‘A’

Consultar Catalogo/

o, Aprowa /rejeita Entidade Ent. Da Admin. Puablica SEM sistema de Faturagdo
—»> r""'/ce,, novo Tipo DESPESA [dmin Central Local
Emitir FATUR GO ( . )
F s, T Fatura Eletrénica / DCC ‘ Consultar Catalogo
o, Introduzir novo Tipo Receita

Prestador A
Gestdo central da numeragdo
de faturas recebidas /
emitidas;

Auto-Fatyry

<
<

Interface WEB

Gestdo centralizada do

identificador Unico da receita
(n.2 DCC/ n.2 fatura) com info Obter n.¢ (central) DCC / Tipo Recetta (catalogada)
contabilistica associada; *

<
<

cee Informar dados cobrana (Valor, prazo, etc.)
e an Gestdo centralizada do o
er n, (Ce""al)fAru , identificador tnico da
. (cat, Tipo p, 2 i
Prestador Servig “logatg) | Desess | despesa (n.2 compromisso)
dados fyyg com info contabilistica
recepym . r%590 (Valo,, prazo associada;

Mento,
el Ent. Da Admin Publica COM sistema de Faturaga
Gestdo central do Catalogo

de Despesas/Receitas;
m Gestdo central do Catdlogo

de prestadores de servigos da
AP / Clientes da AP

Prestador N

- L7
g S
il g
B z8
g £
& 8% Sistemas de Gestdo de
EH] Dados Mestre

e 0

AT
istemas de
Emitir op | Lquidacdo e P "
mitir Liquidagdes, recebimentos

ECE
Funcionrio chra.nt;a e Estomnosa liquidagSes Sistema Entidade Contabilistica
AT e Receitas da
Emitir DP Estado

“Cliente” AT
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